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Abstract

This thesis improves the performance of the revised-simplified verifiable re-encryption
mixnet (R-SVRM) based e-voting scheme by introducing confirmation numbers (CNs) that
are used in the CN based e-voting scheme. Although CN based and R-SVRM based schemes
had made e-voting schemes more practical by excluding zero knowledge proof (ZKP) that
requires large volume of computations, still they are not efficient enough. Namely, the CN
based scheme adopts RSA encryption functions that are not probabilistic or commutative,
therefore to satisfy essential requirements of elections, extra random factors are necessary
for individual votes, election authorities must sign on votes and they must keep encryption
keys as their secrets. On the other hand, although the R-SVRM based scheme uses EIGamal
encryption functions that are probabilistic and commutative, vote forms in it is complicated,
i.e. vote forms consist of at least 3 items and they include information about candidates as
exponents. The improved scheme simplifies vote forms by exploiting CNs, and extensively
reduces the number of operations required for individual votes. Also, the scheme
successfully satisfies all essential requirements of e-voting systems, i.e. it is endowed with
features about privacy, robustness, accuracy, incoercibility and fairness as CN based and R-
SVRM based schemes are.
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CHAPTER |

Introduction

1.1 Background

In any society, people possess in their mind to select a good leader. Precisely voting is the
best way to do this and to sustain democracy. Voting is the process, in which voters cast their
votes where a group of authorities collects the votes and outputs the final tally. One of the
most important tasks of a government is the planning and the execution of the election that
designates its successor. Voting authorizes an official mechanism for people to express their
views to the government. Not surprisingly, it is also one of government’s most challenging
tasks one whose requirements and constraints are remarkably strict. Thus doubtful results,
failing technology, and ingenious methods of fraud have been noted throughout election
history [1].With the advancement of the cryptographic protocols and networks, electronic
voting system is now a day’s an important research topic. The recent advances in
cryptographic voting system, a type of election system that provides mathematical proofs of
the results rather than the machines is very promising. An electronic voting system, like other
automated information systems, can be judged on several bases, including how well is design

provides for security, accuracy, ease of use, and efficiency, as well as its cost.
1.2 Motivation

Conventional voting systems comprises of papers, mechanical levers, optical-scan
machines, punch cards etc. In a paper ballot voting system, recording and counting votes of
voters cast on paper sheets which are produced by voters themselves, by political parties or
by election authorities for making a decision of successful candidates. Cards and a small
clipboard-sized device are provided recording votes in a punch card voting system. Before
the cards are placed in a ballot box for tabulation, voters punch holes in cards at positions
consistent with their selected candidate using punch devices. In a mechanical lever voting
system, every candidate’s name is consigned to a particular lever in a rectangular array of
levers on the front of the machine. A set of printed strips visible to the voters indicate the

lever assigned for each candidate and issue the choice. In an optical-scan machine voting



system, voters mark their choices in locations consistent with their choices usually by filling
rectangles, circles, ovals, or by completing arrows. For reading marked paper ballots and

tallying the results, optical scanners are used in an optical-scan machine voting system.

However, these conventional schemes can’t satisfy a truly secure and verifiable election
while maintaining privacies of voters since they cannot demonstrate their honest operations
without revealing individual votes. Likewise, these systems are not competent as they are
conducted manually and hence very often they are inaccurate and it takes huge time for final

tally.

On the other hand, electronic voting (e-voting) systems improves the limitations of
conventional voting systems and enable accurate, efficient, verifiable and convenient
elections. Electronic voting is basically based on computers, computer networks and
cryptographic protocols. Likewise the resources of e-voting schemes (e.g. the software, the
communication mechanisms and the computing devices) are reusable, therefore e-voting
based elections become cheap and economic. Furthermore, any geographical proximity of
voter is not necessary (e.g. employees or soldiers working abroad can participate in elections)
and they deliver better scalability for large scale public elections [2]. The number of people
those who usually do not participate in elections because of the inconveniences of
conventional voting systems may be encouraged by the above conveniences of e-voting

systems and thereby the number of vote castings can be maximized in elections.

However e-voting schemes have potential problems which may degrade their credibility.
For instances, issuing of a unique identification number to each voter to the verification of the
accuracy of elections smoothly would enable the authority (or authorities) identifying the
linkages between voters and their votes and disclosing the privacy of the voters [3]. When
election authority issues receipts to voters to prove its honesty, coercers can force voters to
follow their intentions more easily. On the contrary, complicated mechanisms that achieve
complete anonymity of voters while maintaining verifiability of their votes make e-voting
systems non-scalable and non-practical. For instance, many election schemes include zero
knowledge proof (ZKP) (either interactive or non-interactive) proving the correct behavior of
entities e.g. for the confirm of only eligible votes are accepted and all eligible votes are
counted, however ZKP involves complicated computations and communications which make
e-voting schemes impractical [4]. Also in many existing schemes, reliability of authorities is

expected conducting the election e.g. to generate and distribute tokens while registering the
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legitimate voters for the election, which lead to sacrifice privacy of voters and incoercibility.
Moreover the assumption of the existence of trusted or absolutely trusted authority (or
authorities) is impractical. Likewise, the vote formats of many prevailing e-voting schemes
are rigid, e.g. some of them can support only yes/no votes, or simple one out of two candidate
elections or some other schemes can support only pre-specified candidates elections.

E-voting scheme [3] must fulfil extensive requirements related to flexibility, privacy,
integrity, implementation, verifiability of vote formats and the assumptions about credibility
of involved authorities. It is highly challenging that e-voting schemes is to satisfy even

mutually contradictory requirements, in addition to satisfying all of them altogether.

So, in this proposed e-voting scheme in this research, following e-voting characteristics

are also considered with our main objective.

1) Fulfils all the security requirements of e-voting systems i.e. privacy, integrity,
universal verifiability, fairness, accuracy, incoercibility, receipt-freeness, practicality,
robustness, scalability, integrity and dispute-freeness; usually found as traded in
existing e-voting schemes [2, 5],

2) The scheme is centered on the weaker assumptions about credibility of entities, i.e.
none can make the scheme untrustworthy if at least one authority is authentic among
multiple authorities, and

3) It assists flexible candidate selection i.e. accommodating freely chosen write-in

ballots, votes for pre-specified or t out of | choices as well as yes/no votes.
1.3 Overview of the field

Existing e-voting schemes (based on adopted cryptographic techniques) can be classified
into three categories: (i) blind signature based schemes [3, 6], (ii) homomorphic encryption
based schemes [7, 8, 9] and (iii) mixnet based schemes [5, 10]. A lot of hybrid of
homomorphic encryption and mixnet based schemes [11, 12] are also available. In addition to
these schemes, paper based cryptographic voting schemes [13, 14] relying on visual
cryptography have been projected. However, existing schemes are unable to satisfy all the
essential requirements of e-voting systems at the same time because the tradeoffs among the

individual requirements and constraints are remarkable.



Similarly, achieving the verifiability of votes or proving the truthful behaviors of voting
authorities, practically all of these schemes extensively deploy ZKP, which the costly one,
not efficient and not practical enough, as it involves complicated computations and
communications. For instance, homomorphic encryption based schemes use ZKP that is to
prove the validity of votes also their correct decryptions, and mixnet based voting schemes
use ZKP that is to prove the correctness of operation of each mix-server. Consequently
existing e-voting systems which are available currently can fulfill only a part of the

requirements of voting and they are non-scalable also non-practical.

To achieve verifiability rather than deploying ZKP, e-voting scheme proposed in [15]
involves confirmation numbers (CNs) to votes individually disabling anyone to know the link
between a vote and its voter. CN based e-voting scheme [15] successfully satisfies essential
requirements of voting. However, because RSA encryption functions are not probabilistic or
commutative, additional mechanisms and constraints become necessary which degrade its
performance and the cryptosystem proposed in [15] that cannot ensure the use of public keys
for encryption and verification purposes. Herein, multiple mutually independent tallying
authorities and the voter need to keep their individual keys as secret while encryption-
decryption and/or signing verification operations. Then along with authorities, it is mandatory
for the voter to encrypt and decrypt the vote by itself. Also, it requires a pair of signatures of
authorities to ensure the verifiability of the involved mixnet.

Another e-voting scheme proposed in [20] avoids ZKP, decomposes the vote to protect its
voter from the coercer and exploits R-SVRM [20] to ensure the verifiability of vote
construction as well as of mixnet. EIGamal encryption functions are probabilistic and
commutative, the R-SVRM based scheme becomes simpler and efficient than the CN based
one as above. Namely, extra random factors are not necessary for encrypting votes, honest
behaviors of mix-servers can be verified without authorities’ signatures. In addition,
encryption keys of mix-servers can be made public. But the encrypted form of vote still has
high complexity. However, as discussed later on, its verification process is still colossal.
Thus, these schemes are also unscalable.

1.4 Overview of the proposed e-voting scheme

Key mechanisms of the proposed e-voting scheme in this thesis are R-SVRM with
confirmation numbers (CNs). Here CNs are publicly disclosed and registered unique numbers

and they are attached to votes of individual voters, and R-SVRM is a mechanism of mixnet
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also used to develop an electronic voting (e-voting) scheme. A mixnet shuffles, encrypts and
decrypts given data so that no one can know the correspondences between inputs and outputs

of mixnet.

CNs involved in individual votes make votes verifiable while disabling all entities
including voters themselves to know the linkages between voters and their votes. CNs are
unique registered numbers and they are encrypted by multiple entities independently, so that
no one knows their exact values. Therefore anyone can convince itself the authenticity of
votes when attached CNs are the registered ones. Nevertheless any link between voters and
their votes is removed because no one knows the decrypted forms of CNs attached to voters.
Also publicly disclosed encrypted CNs ensure that all votes from eligible voters are counted,
and thereby maintain the total accuracy of the election while protecting all privacies of
voters. Different from ZKP, a mechanism for CNs is simple enough, it requires much less
computations for individual entities without assuming any absolutely trustworthy election
authority. Because of CNs this scheme requires much more simple computations for election
entities in comparison with other existing schemes. The proposed scheme does not need any
extra proof of correctness of votes.

The R-SVRM based scheme uses EIGamal encryption functions which are probabilistic
and commutative and makes simpler and efficient e-voting system. Mix-servers re-encrypt
and shuffle votes, so no one can link between CN (confirmation no) of voters and vote.
Namely, extra random factors are not necessary for encrypting votes, honest behaviors of
mix-servers can be verified without their signatures. In addition, encryption keys of mix-
servers can be made public. So, it is possible to develop e-voting systems that satisfy all the

requirements including scalability and practicality.

So, we conclude that this paper will improve the efficiency and simplicity of the R-
SVRM based scheme by introducing CNs that were used in the CN based scheme. By
decreasing the numbers of items in individual vote forms from 3 to 2 and excluding items that
include information about candidates as exponents, it reduces the required number of
cryptographic operations and simplifies verification procedures of individual operations.

Hence, essential requirements of elections are satisfied more easily.



1.5 Thesis Organization

The rest of the thesis is organized as follows.
» Chapter Il discusses requirements of ideal e-voting schemes and represents the
existing works in the related field and focuses on the advantages and drawbacks of

existing works.

» Chapter Il discusses the CN based, the R-SVRM based e-voting schemes, and

the mechanism of anonymous credential.

» Chapter IV discusses our proposed e-voting scheme based on R-SVRM while
exploiting CNs.

» Chapter V evaluates the scheme by comparing the computation volume (time,
efficiency) and security requirements among the proposed scheme, CN based and

R-SVRM based scheme.

» Chapter VI concludes this thesis together with the outline of probable future

directions of research opened by this work.



CHAPTER II

Requirements and Related Works

This chapter discusses requirements of ideal e-voting schemes and some existing e-voting

schemes that have been proposed till now.

2.1 Requirements of e-voting schemes

E-voting schemes require to fulfil widespread requirements, among them some of the

requirements are at odds with others where there are compromises. Since these sorts of

requirements, voting is one of the most challenging applications of information security

technologies. Perfect e-voting schemes should fulfil the following requirements [2, 5, 14].

Eligibility: The most basic requirement to conduct reliable elections is that only
persons who fulfils certain pre-determined criteria e.g. only citizens are allowed to
cast permitted number of votes. For achieving this, eligibility of voters, authority
requires to verify as well as record their casting votes.

Privacy: Voters typically do not want others to know their casting votes including
election authorities. So, except anyone’s own vote, it must not be able to know others
votes. In order to achieve this, during the whole election any traceability between
voters and their votes must be removed, i.e. at every stage of the election it is essential
to hide the identity of voters or votes.

Integrity: Integrity of vote refers to protecting vote from being modified by
unauthorized parties. Voter may verify the correctness of encryption of all mix-
Servers.

Accuracy: Voters expect their votes are correctly casted and all eligible votes are
properly tallied in elections. It should be noted that accuracy is the degree of
satisfactions of the voters’, and can be maintained by the verifiability mentioned
below.

Verifiability: It is the ability for the determination whether only and all lawful votes
are tallied in final tally or not i.e. for the determination of the correctness of the
election. Correctness of the election can be verified in two ways, individual

verifiability is the one where only voters can verify their own votes in the tally. When



there are less than or equal to n votes and all n voters verify their votes, correctness of
the election consists of n voters is ensured. Universal verifiability is the other one

which enables any third party verifying the correctness of the election.

Fairness: For conducting the neutral election, none is allowed for the computation of
the partial tally before the end of the election that may influence the remaining voters
and the voting result may be affected. Some voting schemes belief if the authorities

will not disclose partial tally e.g. [5, 9], but this kind of assumptions must be exclude.

Receipt-freeness: Receipt-freeness incapacitates anyone including voters themselves
linking voters to their votes, for protecting voters from being coerced following
intentions of other entities. Achieving receipt-freeness, the voting system should not
leave any information about votes to voters. Likewise, votes should not consist of any
information peculiar to the voters. Though a vote includes some traceable information
about the corresponding voter, this information can work as the receipt. E-voting
systems permit entities in gathering data easily about voters and their votes and link
them each other when the receipt-freeness is not confirmed, consequently e-voting
schemes cannot be used for real political elections without ensuring receipt-freeness.
Authorities consign random numbers to voters to be put in their votes e.g. [7, 8, 9] in
some voting schemes and is not able to achieve receipt-freeness completely because it
is easy for the authorities to link voters to their votes based on these random numbers.
The same conception with privacy is shared by receipt-freeness.

Incoercibility: Incoercibility safeguards voters against coercers who can
communicate with the voters actively. Incoercibility must cope with randomization,

forced-abstention, and simulation attacks.

»  Randomization attacks force voters submitting invalid votes by manipulating the

manner in which votes are cast.

»  Forced-abstention attacks enable coercers to force voters abstaining from casting

their votes, and

»  Simulation attacks let coercers impersonate valid voters at some stage of the

voting scheme and surrender to votes on their behalf.

Though receipt-freeness property does not imply incoercibility, incoercible schemes

must be receipt-free.



< Dispute-freeness: Conducting elections in environments where even dishonest voters
are involved, involving relevant entities disagreements between entities should be
solved. The conception of universal verifiability is similar to dispute-freeness is
limited to the voting and tallying stages.

<> Robustness: Any entity does not supposed to be able to disrupt the voting, i.e. the
voting system should have the capacity detecting dishonest entities also completing

the voting process without the help of detected dishonest entities.

< Scalability: To enable large scale elections, a scheme has to be prolonged easily

satisfying computation, storage requirements, and communication of the scheme.

< Practicality: A scheme ought not have assumptions and requirements which are

difficult for the implementation.

Some requirements are usually satisfied among these and their implementation is simple,
but some are difficult to satisfy. Especially satisfying some hard requirements altogether at
the same time is really difficult to tradeoff among them. For instance, achieving incoercibility
leads sacrificing universal verifiability and henceforth accuracy since incoercible schemes
hides the links between voters and their votes while vote submission. As another example,
satisfying dispute-freeness lets schemes complex [2] for the reason that for every stage of the
election, dispute-free schemes is to prove the legitimacy of all actions of all involved entities
and consequently schemes become impractical or unscalable. Similarly write-in ballots rattle
with the properties of receipt-freeness of universally verifiable schemes and randomization
attacks (previously discussed, that means to force a voter to vote in a certain way). At this
point write-in ballot is a ballot in which a voter can insert a freely chosen message a right
protected in certain legislations and jurisdictions [16]. Here, peculiar information inserted
within write-in ballots can be used as receipts of their corresponding voters, also by this
means coercers can mount randomization attack by manipulating voters submitting invalid
votes.

Conversely sacrificing one requirement sometimes also leads to sacrificing another one or
more requirements for the reason that they are mutually interrelated and dependent. For
instance, the maximal level of fairness and privacy preservation has the same notion against
corrupt authorities. For the reason that maximal privacy suggests the privacy of a voter to be
penetrated only with a consent of all remaining entities e.g. authorities and voters, also while

desirable, requires all the voters to either participate in the post-vote-casting stage or



mandatorily cast their votes (i.e. no abstaining). In this situation, breaching the privacy of
voters enables corrupted authorities to reveal or modify the partial tally. E-voting schemes
(existing many) can satisfy only a part of the above requirements. For example, voting
scheme proposed in [17] can fulfil accuracy, privacy, fairness, dispute-freeness, universal
verifiability, and practicality, but it cannot satisfy either of receipt-freeness, robustness,
scalability or incoercibility. Nevertheless e-voting systems must adjust with intrinsic

tradeoffs among these requirements.

2.2 Related works

2.2.1 Schemes with ZKP and specialized hardware, software

A lot of widespread researches on e-voting schemes till now have been organized. In recent
times, a number of blind signature (BS), homomorphic encryption, and mixnet based voting
schemes have been projected along with different cryptographic techniques. By using
specialized hardware like tamper resistant randomizer (TRR) [5], several schemes
accomplish receipt-freeness. Likewise, ensuring the correctness of votes, they use zero
knowledge proof (ZKP), which needs weighty computations. Once more, authorities may
discover the random number of a voter and use it to link the voter using specialized devices
in these schemes which shows that these schemes are not completely receipt-free. Though the
principle/criterion of TRR suggested in [5] is such that the voter exploiting it eventually loses

her knowledge on randomness, here TRR has impaired the practicality of this scheme.

The scheme proposed in [15] fulfills major security requirements, and its deployment of
cryptosystem supports homomorphic, probabilistic and commutative [19] properties
altogether. However, engaged entities keys are required for both encryption and decryption
because of its exploited cryptosystem and it is required to keep as secret that is signing
verification. So a voter is to interact with authorities whereas encrypting his or her vote
and/or confirming the correctness of encryption and signing operations. These increase
involved entities’ computation and communication overheads, also make the scheme
unscalable. The ‘proxy e-voting scheme' is proposed in [21] as exploits proxy signature
enabling a voter to envoy a proxy to cast her vote. However, the authority can detect the
responsible voter because of its ‘double voting detection’ capability, while double voting takes
place. Thus the link between the vote and its voter is exposed which sacrifices the privacy of

the voter. Another scheme known as Helios [22], that is the first web based open auditing
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system, however cannot provide a strong guarantee of privacy, which satisfies both individual
and universal variability. As a client program, it runs a browser, and by using the browser a
voter can submit his vote. In conclusion, it shuffles all encrypted votes disabling the link
between a vote and its voter while vote submission closes, and produces a non-interactive

ZKP proving the perfection of shuffling.

2.2.2 Schemes based on blind signature (BS)

E-voting schemes based on BS are simple and efficient in implementation, not exploiting
complicated ZKP and supporting flexible vote formats. But the voter's striking factors can be
used as a receipt of the vote and in that way the receipt-freeness is sacrificed. Similarly, as
every vote is blinded and unblinded only by its corresponding voter, this produces universal
veriability [23, 24]. A scheme suggested in [26] is based on Chaum's BS. In this voting
system, a registered voter submits her unblinded signed vote anonymously while voting.
Then, it is duty to publish a list of received ballots that is accessible by all voters. Lastly in
order for decrypting the vote, each voter requires to interact with the tallying authority by
sending her private key. Though the scheme satisfies privacy, scalability, fairness, etc; its'
major limitation is the registration authority can identify the nonparticipating registered
voters and can add votes for them. The scheme proposed in [27] abuses a uniquely threshold
BS to get blind threshold votes, and lets any registered voter abstaining from vote
submission. To guarantee the fairness among the candidates campaign, it also uses threshold
cryptosystem. It can achieve fairness and accurateness conditionally, though it satisfies

scalability, robustness and practicality.

Another scheme suggested in [28] for the deployment of pseudo-voter identity (PVID)
developed by Chaum's BS ensuring the voter's privacy. It doesn’t use other complex
cryptographic algorithms like homomorphic encryption or ZKP, and has not any physical
assumptions such as untappable channels. However, it has some shortcomings, i.e., while key
generator, ballot generator and counter work together and contrive, they can alter casted
votes. Likewise there is possibility of corrupted authority may trace the voter's IP over the
internet. Furthermore, the scheme is not so robust and can satisfy practicality and fairness
conditionally. Likewise, it involves multiple mutually independent signing authorities;

thereby nothing can make the scheme untrustworthy while at least a single authority is
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authentic. Additionally here, as data about interactions among entities are publicly verifiable;

disputes are resolvable.

2.2.3 Some recent schemes to attain incoercibility

Recently some other schemes are proposed like Civitas [29], UVote [18], Cobra [31, 32]
etc. Civitas [29] is based on the mechanism suggested in [30] and aims to fulfil both
incoercibility and veriability. Nevertheless to achieve incoercibility, it lets the voter to submit
multiple votes where multiple votes with the same token are excluded during the tallying.
Here, each voter requires to include ZKPs indicating which earlier votes to be erased as well
as showing the knowledge of the choice as well as the token used in earlier votes. The
scheme suggested in [30] also exploits ZKP. Though here incoercibility is achieved;

unfortunately accuracy and scalability are compromise.

UVote [18] permits a registered voter submitting multiple votes from which only the last
vote is counted, and thus satisfies incoercibility. Initially a voter needs to register her primary
account, also later on can add multiple accounts. Any notification and message is sent only to
the primary account and it cannot be deleted from online for verification. If verifiability is
achieved, receipt- freeness is given up since a receipt is provided to the voter. A registered
voter's encrypted credential is attached with an encrypted bloom filter in Cobra [32]. The
voter selects certain number of candidate passwords and registers anyone of them. Then, the
voter encrypts his/her vote using the registered password regenerating the credential. Here, as
the voter can deliver a fake or a panic password to the coercer and thus he is not able to
manipulate the voter; incoercibility is achieved but thereby verifiability is compromise. Some
schemes known as paper based cryptographic voting schemes those are based on visual
cryptography [33]. Yet here; a voter has to envoy her computations in the voting booth. So,
the booth can easily detect the vote of a voter. The process of prepare paper ballots in
advance do not ensure privacy against its creators' [33]. Sandler et al. [34] have developed
voting scheme, considering commercial e-voting scheme that is based on cryptographic
techniques and hardware/machines, like digital-recording electronic (DRE), optical scan

voting machine, etc.
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2.2.4 Mixnet based Schemes that do not used ZKP

E-voting scheme proposed in [15] involves confirmation numbers (CNs) to votes
individually disabling anyone to know the link between a vote and its voter. CN based e-
voting scheme [15] successfully satisfies essential requirements of voting. However, because
RSA encryption functions are not probabilistic or commutative, additional mechanisms and
constraints become necessary which degrade its performance and the cryptosystem proposed
in [15] that cannot ensure the use of public keys for encryption and verification purposes.
Herein, multiple mutually independent tallying authorities and the voter need to keep their
individual keys as secret while encryption-decryption and/or signing verification operations.
Then along with authorities, it is mandatory for the voter to encrypt and decrypt the vote by
itself. Also, it requires a pair of signatures of authorities to ensure the verifiability of the
involved mixnet.

Another e-voting scheme proposed in [20] avoids ZKP, decomposes the vote to protect its
voter from the coercer and exploits R-SVRM [20] to ensure the verifiability of vote
construction as well as of mixnet. EIGamal encryption functions are probabilistic and
commutative, the R-SVRM based scheme becomes simpler and efficient than the CN based
one as above. Namely, extra random factors are not necessary for encrypting votes, honest
behaviors of mix-servers can be verified without authorities’ signatures. In addition,
encryption keys of mix-servers can be made public. But the encrypted form of vote still has
high complexity. However, as discussed later on, its verification process is still colossal.

Thus, these schemes are also unscalable.
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CHAPTER III

Allied E-voting Schemes and Security Components

This chapter summarizes the CN based [15], and the R-SVRM based [20] e-voting schemes
that exploit RSA and ElGamal based mixnets respectively. Also briefly, it states the mechanism
of anonymous credential [35] that enables to authenticate voters anonymously. In the follow-

ings, it is assumed that both mixnets consist of P-mutually independent mix-servers

M, M,,...,Mp, and there are N-voters V;, V,,....Vy.

3.1 CN Based Scheme

Encryption functions of mixnets in e-voting systems must be probabilistic; if not probabil-
istic, the encrypted forms of same candidates are always same. Therefore, a voter can know
votes of other voters even if they are encrypted when multiple voters choose the same candi-
dates. They must be commutative also in cases where mix-servers My,...,Mp sign on encrypted
votes to convince others that the votes were correctly handled. When they are not commutative,
the signed form of encrypted vote Sk _(Ek,(v)) cannot be decrypted to plain signed form Sg_(v).
Here, Eg,(v) is the encrypted form of vote v using encryption key K, and Sk (v) is the signed
form of v using signing key K.

Although the CN based e-voting scheme uses RSA encryption functions, they can be made
probabilistic and commutative [19]. Firstly, to make RSA encryption functions probabilistic,
each mix-server M; encrypts v while adding a secret random factor as described in fig. 3.1, i.e.

M; mixes v with a secret integer » to encrypt v, and calculates Ek, H(i)}(r, v)={E K (vr) =
(vr)X®(mod p1), Ey o (r)=r"® (mod p»)} by encryption keys K(;) and H;y. While decryption,
E{K(i), H(i)}(r, v) is decrypted to pair {vr, r} by decryption keys F;) and G;), and v is obtained

as v =vr / r.Fig. 3.1 shows encrypted form Data part and Randomization part of vote.

Data part Randomization part
Eg,,(vr) = (vr)X® (mod p1) Eyg () = rf® (mod p2)

Fig.3.1 Encrypted form of Vote.
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In the above, {K;), F;)} and {H(;), G(;)} are encryption and decryption key pairs of RSA
encryption functions owned by M;. In detail, provided that pi+), p1¢), p2(+) and pa(.) are large
prime numbers and pi = pipi), P2 = pap2o), relations u¥OF® (mod p1) = u (mod p1) and
wH®E® (mod p2) = w (mod p2) hold for any integer u and w. In the followings, notations (mod
p1) and (mod p») are omitted.

RSA encryption functions E' K (v)and E Ky (v) become also commutative when My,...,Mp
share the same modulo arithmetic, i.e. E K (Ex - (v)) = v¥X® is decrypted to v in either way
as ((W¥oKoYFm)Fo = v or (W¥OK©)F®)FU) = v. But different from usual RSA encryption
scheme, any M; cannot disclose encryption keys Ky or H(; to keep decryption keys F;
and G;) as its secrets, i.e. disclosure of K(;) by M; facilitates other M; to guess F;) from relation
Ky Fiy(mod o(p1)) = K(jyFjy (mod @(p1)) where ¢(p1) = (p1+) — D(p1> — D).

Under the above settings, M;,...,Mp in the CN based e-voting scheme handle vote v,, of

voter 1}, as follows.

Re-encryption: Firstly to conceal v,, from M,,...,Mp; V,, generates secret integers 7;, and
L,,, calculates v, 7;, and ;,n, and shows pair {v,,1;,, 1,/ } to Ist mix-server M;. Then, M,,....Mp
sequentially encrypt it into {Eg (... Exg (Ex,,@nm)))..) = (pr)fofe-fe,
Epp (- (Ert oy ( Enyy (1aP)....) = (1 ) HOH@-H 00, = (Ey (v,13), By, (1)} After that Vy
calculates Egx, p1 (T, Vn) = { (1) K@Ky 3 HOH@-H®)} from {Eg (v,13,), By, (1,7)}.

In the above, 7,1 is considered as RSA encryption form of E 1, (Tn) that are commutative
with each E Hey (x), ie E (x)and E Hp (x) are calculated under the same modulo arithmetic.
Therefore V, that knows L,, can easily calculate Ey_(7,) from Ey_(1,,n). Also, actually integer

1;, is composed as the product of integers that are secrets of V,, and M,...,Mp. If V,, knows 7;,,

coercers can know v, by asking V, to disclose 1;, and L,,.

Re-signing: Then M4,...,Mp generate 2 different signed forms of Ek ) 1) (1, V) by their

signing keys, thereby later on anyone can verify correct decryptions of votes. These signatures
can be generated in the same way because RSA encryption functions are signing functions at

the same time. Also V,, can verify the correctness of E{K(*), H(*)}(Tn, v,,) and their signed forms

without knowing encryption, decryption or signing keys because RSA encryption functions are
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homomorphic. To verify E{K(*), H(*)}(rn, v,,) for example, V,, generates secret integers {J,,, o, }

and asks Mp,...,M; to decrypt EK*((vnrn)‘Sn) and Ey (1,°"). As Mp,...,M; do not know &, oy,
VT, OF Ty, they fail to retrieve (v,7;,)%" and ;,°* from E K*((vnrn)‘sn) and Ey (1,°) if they are

not correct.

Re-decryption: In the decryption stage, Mp,...,M; simply decrypt and shuffle signed forms
generated in the above, and they disclose their verification keys to convince anyone that de-
cryption results are legitimate (authenticity of the decryption results will be discussed in the
verification stage). Therefore, although decrypted results reveal each pair {v,n,, 1,,}, no one

except V,, can know the correspondence between E (Ko H (*)}(rn, v,) and decrypted result v,,.
Also, because each Ek, H(i)}(rn,vn) and signing functions are commutative, signatures on

encrypted form E{K(P), H(P)}(rn, v,,) are decrypted to signatures on plain form {v,7,, 1;,}.

Verification: To make decryption results verifiable, voter V;, actually constructs an en-
crypted form of v, as triplet {Ex (v,C,1), En (1), Ex,(Cy)}. Where, integers Cy,...,Cy are
registered unique confirmation numbers, and M;,...,Mp jointly encrypt and shuffle them to
generate encrypted forms Ey (C1) = Egp,(...(Ex, (Ek ) (C1)))-..),....Ex (Cy) and disclose
them publicly in advance. Then, V}, calculates Ey (v,C,1;,) as the product of Ey (v,7,) and
Ex (Cy)ie. Ex (v,Cp1) = Eg (vy1,)Ek (Cy) (as RSA encryption functions are homomorphic)
where Eg (Cp) 1s assigned to it.

As aresult, anyone can confirm that votes are correctly decrypted. Namely, mix-server that
does not know signing keys of other mix-servers cannot forge decryption forms consistently so
that their 2 signed forms become consistent. Because each C,, is unique, and C,, and Eg (C},)
are publicly disclosed, anyone can convince itself that only and all votes of legitimate voters
are decrypted when decrypted results are accompanied by different registered numbers
Ch1s--.,Chp- Each V;, can maintain v, as its secret of course because no one knows the corre-
spondence between C,, and Ey (C,,).

CN based e-voting scheme successfully satisfies essential requirements of voting as dis-
cussed above. However, because RSA encryption functions are not probabilistic or commuta-

tive, additional mechanisms and constraints become necessary which degrade its performance.
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3.2 R-SVRM Based Scheme

In the R-SVRM based e-voting scheme, each mix-server M; maintains secret decryption
key X(; and public encryption key Y;) = g%® (mod Q) of an ElGamal encryption function.
Also, to encrypt the vote v, of voter V,,, M; generates secret integers 7, 1), Sen.i)» Un,i)» Keni)»
tn,iy and wey, ;. Where, g is an appropriate integer and Q is a large prime number, and they are
publicly known. In the followings, notations Y., X., T(nui)> Stnxi)> Unsi)s Knwi)s Enxi)» and
W(nsi) represent Y.= Y(l) .. Y(P) = gX(1)+"'+X(P) = gX*’ Tsi) = HiEP i) = T(n1)-T(n,2)- - - T(n,i)>
S(nxi)= 2iep Stni) = Sm) Tt Sy Unwi) = 2iep Un,)™ U,y T+ Uen,iys Knwi) = Senspyt
2iep Ky = Sy TRt TR @iy Ensi) = Ugnspy T oier iy = Ugnspy Tty T T,y and
Wineiy= (Us,p)- Vn- (Un + A))F Diep Wen,iy = Uens p)- V- (U + D)) AW 1y ... Wi iy, TESPEC-
tively (therefore although no one knows X,, Y, is publicly known). In addition, provided that
v, is decomposed into products as v, = []i-, Vini) = Vn1) Vn2)--Vnp)> Vinwi) a0d Vi
represent Ven.iy = llier Vi) = VY1) V2 Vo) and Ve = Ilier v(n,i)z
V1) Vnz)®---Vin,iy> Tespectively. Votes in the R-SVRM based e-voting scheme are handled

as below.

Vote decomposition: In order to conceal its vote from mix-servers My,...,Mp; firstly 1,
decomposes v, into products as v,= [[F_, V)= V1) Yn,2)-+-Vm,p) (Mod Q) and informs
each M; of vy, ;). Then, each M; generates secret integers Sy, iy, Uen i) and 7, ), and mix-servers
M;,...,M; calculates Ey*(i) {Smniyy Vi) WUnei) Tt = {(g°™H (mod Q) =
g =) gSed (mod Q), Vi, iy Yaiy ™ (m0od Q) = Vi (i—-1y) Ya(im1) ™DV 1y Y3y ™ (mod
Q)), (g (mod Q) = g'm-Dg md(mod Q), Tnsiy Y (i)u(n*,i) (mod Q) =
T(n*,(i_l))Y*(i_l)u("*'(i_l))r(n.i)Y(i)u(n'i)(mOd Q))} from Ey (=1) {Sma(i=1))> Vs i-1)))
(Ugns (i-1))> T(nx(i-1)))} calculated by M;_;.

After that, Mp that calculates Ey, {(Stnup)s Vn)s (Unspys T)} = {(g5P), v, Y, 0P,
(g"e=pP) 1, Y,*@=P))} (for simplicity, notation (mod Q) is omitted in the followings) sends

(g¥eP), 1, Y, 0P)) to My, and mix-servers My,...,M; calculate Ey_ 0 (U p) Vi iys TnZ0D),

. . . . . , U P) V(s (im Y(n,i

(u(n*,P)'A'U(n*,i)a rnA v(n*,z))}’ Le. pairs {gu(n*'m L) = (g (ePY s 1))) (nl),
rnZ(n*,i)Y*(l_)u(n*,p).Z(m,i) — (rnﬂ(n*,(i—n)Y*(i_l)u(n*,P)-E(n*,(i—n))z(n,i) and { gu(n*,P)-A-v(n*,i) =
(gHo=Py AV i-1)) Vi), 1 NV Y, g M Py AV ) =

ANV (i— Uins PY N Vs (i— : . (i
(1 "V mDY, gy PO} from - By {(Umapy Vs -1 Tt D),
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(Uns,py AV (i-1))s 1, APrG-1)} sent by M;_;. As a result, Mp calculates Ey, {(Uenep)Vn®s
1), (Uenspy AV, 1,77}, and finally V;, that receives Ey, {(Sgusp), Vn)s (Uenepys )} and
Ey, {(u(n*'p)-vnz, 1), (U(ns,py A Vn, r,A7n)} from Mp constructs triplet Ey, {(Smxp)> Vn)
(Uns,pys Tn)s (Ugns,py Vn (U TA), 1,V nt M) a5 ts vote form. Here, A is a publicly known
integer and v, = 1,2, also Ey, {(Uns py Uy "(Vy ), 1, Vn @nt M) g calculated as the product of
Ey {(WnspyVn®, 7)) and Ey, {(U(ns,p). A U, 1, Ay}

As a result, no one except V, itself can know v,, unless all mix-servers conspire because
each M; does not know secrets of other mix-servers. Here, V,, can conceal v, by simply en-
crypting it by itself, but in this case coercers can ask V;, to disclose its encryption parameters to
know v,,. Provided that erasable state voting booths that disable V;, to memorize all information
that it had generated and received are available, V;, in the above can protect itself from coercers
because it cannot tell others sufficient information for vote re-construction. About verification
of Ey_{(Stnxpys Vn)s (Uenspys Tn)s (Ugns,py Vn "(Vp+A), 1, v @ntA)L 17 can confirm its correct-
ness without knowing secrets of M,,...,Mp by exploiting homomorphic property of ElGamal

encryption functions as same as in the CN based scheme.

Re-encryption: By using its secret integers ky iy, tn,i) and w, ;y, each mix-server M; re-
encrypts and shuffles encrypted form Ey {(Strsp), Vn)s (Uensp)s Tn)s (Uenspy Vn “(VntA),
1,/ WntM)L constructed by voter V, to Ey, {(knepys Vn)s (Ennpys Tn)s Wins Py 1,V Ont Ay =
{(ghm=p) v, ¥, Py (gtoep) 7 Y, fmeP)) (gWeoP) g o @nt Dy WaeP))L n detail, M; that re-
ceives Ey, (i_1) {(Knx (i=1))> Vn)> (E@nx (i=1))> Tn)> Wins, (i=1))> 1, V0 Ont M) from M;_,, calculates
{(gFm-m gkmp = gkamnp, vny*(i_l)k(n*.(i—l))y(i)k(n,i) = v,Y, (i)km*,i)), (gtomi-m gt =
gtovn, rny*(l._l)f(n*,(i—my(l.)t(n.o = rny*(l.)tm*.i)), (gW -0 gW D = gWasD,
1w Y, gy YO WD = g Ot DY, WD) = By A(Rnaiys Vn)s (i) T
(W(ne,iy» 1, 'n n M) Therefore, anyone including V, itself cannot identify the correspondence
between Ey, {(Stns,p)>Vn)s Unepys Tn)s (Ugns,py Un “(UntA), 7, Ent )} and By, {(knapys V),

(t(n*,P)a rn), (W(n*,P), rnvn-(vn'l'l\))}.

Re-decryption: Mix-servers Mp,...,M; decrypt encrypted vote Ey, {(K(nsp)> Vn)s (E(ns,p)>
rn)a (W(n*;P)’ rnvn.(vn+A))} = {(gk(n*,P)’ UnY*k(n*'P))a (gt(n*,P)’ T-ny*t(n*,P)), (gW(n*,P),

1, 0 OntAy WaeP))L by their decryption keys X(py,---»X1. Namely, provided that Yoy =
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gXO*t*tXw each M; decrypts EY*@ {(k(ns,py> Vn)s (Ennpys Tn)s (Wensapys 7,V n I received
from M, to {(g" P, vnY*(i)"@l*rP) / gEmpX), (gtep 1Y, [P/ gteenXo), (gWeop,
1, Un OntA)y, P/ g W PXoyn = ((gkmep), Un Yoo l)k(n*,P)), (gta=p, T Yaio 1)t(n*,P))’
(g" P, r P Ont Y, gy WPy = Ey, i1, {K@mipys Vn)s (Enspys T) Wenspys 1P nr )y
Therefore, triplet {v,, 7,, 7,"»@n*M} is extracted from the final decryption result

EY*(O) {(k(n*,P)’ vn)a (t(n*,P)’ rn)’ (W(Tl*,P)? rnvn-(vn-'_A))} = {(gk(n*,P)’ Un)a (gt(n*,P), rn)a (gW(n*,P),

rnvn-(vn+A))} )

Verification: Provided that triplet {I', , @} is a final decryption result in the above, rela-
tion @ = QTT*+A) must hold if it is legitimate, therefore anyone can determine that {I', Q, ®} is
incorrect when the relation does not hold. Here, although M,,...,Mp that know public encryp-
tion keys can easily forge encryption or decryption forms so that decryption result {I, ), ®}
satisfies ® = QT+ But M, ,..., M, are disabled to behave dishonestly when each M; discloses
the sum of its secret integers. In other words,M,,...,Mp can prove their honest encryptions and
decryptions without revealing secrets of honest entities.

In  detail, to convince any entity A that M; encrypted pairs

(gkl*(i—l), 121 Y*(i_l)kl*("‘l)),. . .,(gk’\’*(i—l), vNY*(i_l)kN*(i‘l)) in encryption forms
EY*(i_l){(kl*(i—l):vl)a (tl*(i—l)'rl)a (Wl*(i—1),T1v1'(v1+A))}a-'-’EY*(i-l){(kN*(i—l)'vN)’
(tN*(i_l), rN), (WN*(i_l), NN ) honestly to (g"vo, le*(i)kl*(")),. .
(gkN*(i), UNY*(i)kN*(i))’ firstly M; discloses sum K;)= PR kmyiy = Kigyt. - k(. After that
A calculates products Dii-1) = gkl*(i-l)gkz*(i‘l)...gkN*(i-l) = gK(1)+"'+K(i—1), D2(i—1) =
U1Y*(i—1)k1*(i_1)vzY*(i—1)k2*(i‘1)...vNY*(i—1)kN*(i_1) = (Ulvz...vN)Y*(i_l)K(1)+'"+K("‘1), Dy =
gl ghnm = gfo+r-+Ko, and Dy = le*(i)"l*<i),..vNY*(l-)k"’*(i) =
(v1v2...vN)Y*(i)K(1)+"'+K(i). Then, M; was honest when relations Dy;y/Dy¢i—1) = g¥® and
D)/ D1y = Y@ hold. Namely, because Dy(;)/Dy -1y = gKO* " +K@ / gkt +Ka-
and Dz(i)/Dz(i—1) = (U1U2--~VN)Y*(i)K(1)+m+K(i) / (Ulvz-~-UN)Y*(i—1)K(1)+.“+K(i_1),
D1(i)/D1(i-1) and Dy(;y/Dy(;—1) must coincide with g¥® and Y(i)K(i) if M; was honest. On the
other hand if encrypted results are incorrect, because solving discrete logarithm problems is

difficult, M; that does not know decryption key X, cannot find the value of K;y that satisfies

relations Dy ;y/D1(i—1) = g%, Dyqy/Dagi—1) = Y»y"@ in addition to @ = QT+ for each
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{T, Q, ®}. Also, M; can maintain integers Kq;),...,ky(;) as its secrets even after it had disclosed
K.

Because ElGamal encryption functions are probabilistic and commutative, the R-SVRM
based scheme becomes simpler and efficient than the CN based one as above. Namely, extra
random factors are not necessary for encrypting votes, honest behaviors of mix-servers can be
verified without their signatures. In addition, encryption keys of mix-servers can be made pub-
lic. But the encrypted form of vote Ey {(Stn«p)> Vn)s (Unsp)s T)s (Unep) Vn "(Vnt A),

1, Vn nt M) still has high complexity, e.g. it includes vote v,, as exponent.

3.3 Anonymous Credential

Although mixnets conceal correspondences between voters and their votes as discussed
above, mechanisms to make voters anonymous are also essential for e-voting schemes. If voters
are not anonymous, anyone can know whether a voter abstained from the election or not.

Hence, the proposed scheme exploits anonymous credentials to make voters anonymous.

In detail, while disclosing its identity voter V,, receives credential T;, from an election au-
thority B and provided that b is a publicly known appropriate integer, ¥, shows T,"" (mod b)
to others without revealing its identity while generating secret integer W, (in the followings,
notation (mod b) is omitted). Where, Z,, is a secret integer that 1}, includes in T;,, and V}, con-
vinces others of its eligibility by calculating values that become consistent with T,,"" only by
integer Z,, without disclosing Z,, itself. Therefore together with the fact that no one except 1,
can know the correspondence between T,, and T,,""", V, can preserve its anonymity. In addition,
in the course V, calculates the above values, entities can force V}, to calculate used seal U%" that
is unique to T,, from given integer U while using Z,, in T,, honestly. This means that entities can
use U%n as an evidence that V,, had shown T,. Here, no one except V, can calculate Z,, from

U%n of course.
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CHAPTER 1V

DEVELOPMENT OF R-SVRM BASED E-VOTING SCHEME WITH C/NS

This chapter discusses development of an e-voting scheme based on R-SVRM while ex-

ploiting CN's, where notations used in this section are summarized in Table 4.1.

4.1 Entities and Their Roles

The scheme consists of N voters , (n € {1,...,N}), P (at least 2) mutually independent
mix-servers M; (i € {1,...,P}), booth manager B, and 5 public bulletin boards (BBs) [2, 23]
i.e., VoterList, ConfNoList, VotingPanel, ShuftlingPanel and TallyingPanel. Their roles are de-
scribed below. Where Ey , Ey, , and Ey, denote encryption by public key/keys of mix-server
M;, mix-servers Mq,...,M;, and mix-servers M,,...,Mp, respectively.

Voter V,,: Every voter V,, is characterized uniquely by its identifier 1D,,, and V}, obtains anon-
ymous credential T}, that includes unique secret integer Z,, from booth manager B by showing ID,,.
From now, V,, proves its eligibility to others including B without revealing its identity.

Mix-server M;: Mutually independent mix-servers My,...,Mp (P >=2) re-encrypt and shuffle
votes submitted by voters on VotingPanel to disclose on ShufflingPanel, and decrypt encrypted
votes to disclose on TallyingPanel. Each M; maintains secret decryption key X(;) and public en-
cryption key Y(;) = g*®, where g is a publicly known integer common to all votes. M; also has
secret integers S i), €(n,i)» K(n,i)» A(n,i)» ad T iy, Where S, ;) and ey, ;y are used to conceal voter
Va’s vote vy, jointly with V;,. Integers k(y,;) and d,, ;) are used to re-encrypt vy, and 7y, ; is used
to re-encrypt C,.

Booth manager B: B is responsible for issuing credentials, generating CN's, authenticating
anonymous voters and accepting votes submitted by voters. It also identifies liable entities
when inconsistent votes are detected. For issuing credentials and accepting encrypted votes, B
maintains publicly known integers U and U so that each voter V, can calculate 1st and 2nd used

seals U%n and U%n as its approval.
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VoterList: VoterList consists of /D and credential parts as shown in Fig. 4.1 (a). The ID
part maintains IDs of legitimate voters, and booth manager B puts credential T, on the creden-
tial part when B gives it to voter 1/,.

ConfNolList: It consists of CN, encrypted CN and used seal parts as shown in Fig. 4.1(b).
N different confirmation numbers Cy,...,Cy generated by B for N voters are disclosed on the
CN part. Then, mix-servers My,...,Mp re-encrypt and shuffle each C,, to Ey (7;,, C;,) so that no
one knows correspondences between C, and Ey (7;,, C,) to be disclosed on the encrypted CN
part. When encrypted C,, i.e. Ey (1, Cy,) is assigned to voter V,, it calculates 1st used seal U%n
by its credential to attach it with Ey (7;,, C;,) as the value of used seal part. Then, anyone can
confirm that CN's are assigned only to legitimate voters. Because used seals are unique, anyone
can confirm that each V,, obtained only one CN also. But no one except V}, can know the voter
to whom Ey, (13, C,) is assigned. In addition, no one including V;, can know the C, assigned to
V.. To make notations simple, it is assumed that Ey, (r;,, Cy,) is assigned to V},, although it may

be different.

ID | credential || CN |encrypted CN | used vote used
seal seal
1D, T; Ci | Ey,(rn,Cn) | U" || <Ey{S(nspy Va} Ev.{enspy*tmh, | U
(Vp+A)Cr}>
IDn Tn Cn EY*(rns Cn) UZn <EY*{S(n*,P)’ vn}a EY*{e(n*,P)"'rnn an
(v +A)C, 3>
IDy Ty Cy | Ey(ry Cw) un <EY*{S(u*,P)a (9 EY*{e(u*,P)"'Tu, un
(v, +A4)C, 3>
a) VoterList b) ConfNoList ¢) VotingPanel
vote vote CN
<EY*{k(n*,P)’ vn}’ EY*{d(n*,P)v (vn+A)Cn}> Uy (Uu+A)Cu
<EY*{k(u*,P)’ vu}’ EY*{d(u*,P) (vu+A)Cu}> Un (vh+A)Ch
<Ey{knpy Vn}s Ev.{d(nspy (VA +A)Cr}> Un (v +A)Cy,
d) ShufflingPanel e) TallyingPanel

Fig. 4.1Configurations of Bulletin Boards.
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VotingPanel: This panel consists of vote and used seal parts, and convinces anyone that
encrypted votes on it are legitimate ones because corresponding voters approve them. Booth
manager B puts vote v, concealed by voter V,, on the vote part, and after confirming that its
vote is correctly posted on the panel, V, calculates 2nd used seal U%n by its credential as its
approval to post on the used seal part as shown in Fig. 4.1 (c).

ShufflingPanel: To conceal correspondences between votes put by individual voters and
finally decrypted votes, mix-servers re-encrypt and shuffle votes of VotingPanel, and post re-
sults on this panel as shown in Fig 4.1(d).

TallyingPanel: As shown in Fig 4.1(e), it is the decrypted form of VotingPanel (and Shuf-
flingPanel) and consists of vote and CN parts which correspond to the 1st and 2nd parts of vote

forms respectively.

4.2 Individual Stage
Votes in the proposed scheme are processed through 5 stages, i.e. CN generation,

registration, voting, tallying and disruption detection stages as follows.

a. CN Generation

In preparations for the election, booth manager B generates integers U, U, A and N-unique
confirmation numbers Cjy,...,Cy; and discloses them publicly. Also, M4,...,Mp sequentially en-
crypt and shuffle C;,...,Cy after they are disclosed on the CN part of ConfNoList. B and
My,...,Mp behave as follows:

1. B generates integers U, U, A and N-unique confirmation numbers Cj,...,Cy and discloses

them on the CN part of ConfNoList.

2. Mjy,....Mp sequentially encrypt and shuffle each C;, on ConfNoList to Ey, (1;,, C,,) = {g™™,

C,Y."™}, and put Ey (7, Cp,) on the encrypted CN part of ConfNoList.
About Step 2, each M; maintains secret integer 1, ;y and 13, is calculated as sum i.e. 1;,= P T(ni)
= Y1)t H7(n,py- Namely, each M; calculates {g" (G- g"d, C, Y, ;_q) G-y D} =
{g" @D, CyYoiy ™0} = Ey () (Tns iy» C) from Ey, i) (T(ns (i-1))> Cn) Teceived from M;_;, where
Tnsi) = iep T(n,i) = T(n,1)T---TT(n,iy- Therefore, no one can know the correspondence between C;,

and Ey (13, Cy).
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TABLE-4.1
List of Notations Used in the Proposed Scheme

Notation Description

N,P (>=2) |Numbers of voters and mutually independent mix-servers

Qandg Publicly known appropriate integers used for vote construc-
tion

V., 1D, n-th voter and its identifier

M; i-th mix-server

B Booth manager

X Private key of M; for vote decryption

X* X* :X(1)+...+X(P)

Yi=9"® Public key of M; for vote encryption

Y, Y. =Y. Y

Ey(k, @) ElGamal encryption form of e using encryption key Y and
secret integer k i.e., Ey(k, @)= {g*, eY¥}

Cn Confirmation number assigned to 1},

T,, and W, Anonymous credential of 1, and a secret integer for conceal-
ing T,

U and U Publicly known integers for generating used seals

Usn, J%n 1st and 2nd used seals calculated by V,

T(ni) Secret integer of M; to encrypt C,

1% ™m= Zle T(Tl,i) = T(n,1)+' . .+T(n‘p)

Sn,i)> €n,i) Secret integers of M; to conceal v, ;) and v,

S(n*,P) 5 e(n*,P)

S(nxp) = Zli)=1 Stni) = Sm)T---TSmp)»
e(n*,P) = 2?:1 e(n,i) = e(n,1)+. . .+e(n,p)

S(nx,i)> €(nxi)

Snxi) = Yiep S(n,i)s €(nxi) = Yiep €m,i)

ki) > iy

Secret integers of M; to re-encrypt v,

Kk ms,py> d(nep)

k(n*,p) = S(n*,p)+25=1 k(n,i) = k(n,1)+‘ . '+k(n,P))’
dinsp) = €nepy Tt Liz1 i) &yt Hdwp))

k (ns,iys dinsid

k(i) = Stnepy T2iep Knyi)» Ansi) = €ns,p) T2iep Aeni)

A

A publicly known integer to encrypt and verify v,
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A security problem in this stage is mix-server M; can encrypt CN's incorrectly. Especially the last
mix-server Mp can forge consistent encrypted forms so that it can know correspondences between
CN's and their encrypted forms. The reason is CN's and encryption keys are publicly known and no
one adds operations to encrypted results calculated by Mp. Booth manager B removes these threats
as below.

Namely, to detect dishonesties B asks each M; to disclose the sum of its secret integers R;) =
Ym=1Tmy@) = Tt vy, and calculates Oy = [[h=; g™™® = g'r@giz=0 . g'N-® =
gr1*(i)+"'+rN*(i) and A(i) = l'[ﬂ=1 Cny*(i)rm(i) = (Cly*(i)rl*(i))(cz Y*(i)rz*(i)). . .(CNY*(i)TN*(i)) =
(C1Cy...Cy)Yo ) v @++TN-® j e products of all CNs encrypted by mix-server M; (6, = 1 and
Ay = C1C,...Cy). After that it determines that M; is dishonest when relation 0y / 0¢;_1)=
gRo or Ay / Di-1)= Y(i)R(i) does not hold, and simply asks M; to encrypt CN's again. As dis-
cussed in chapter III section 3.2, M; that does not know secrets of other mix-servers cannot calcu-
late R(;y so that the relations do not hold when it encrypted CN's incorrectly. Also while M; was
determined as a dishonest entity, later on it must encrypt CN's correctly because its’ dishonesty is
publicly known.

Here, by defining an arbitrary integer T, M; can forge {g" D, CnY*(i)r(”*"’) / T} and {g" (D,
CpYqy ®OT} from correct encrypted forms {g" D, C,Y, ;)" @™} and {g"®=0, CpY, ) *+0}
while satisfying relations 0 ;)/0;_1) = g*® and Ay /A1) = Y(i)R("). But different from section
3.2, where individual votes are secrets of voters, CN's are publicly disclosed in their plain forms.
Therefore M; cannot behave as above. Actually, it is possible that C,, / T and C,T accidentally
coincide with Cj, and C, (as a result ©(;)/0;_1) = g*® and Ay /Ai_1) = Y(i)R(i) hold). But this
modification does not bring any benefit to anyone, i.e. correspondences between CN's and their

encrypted forms are still unknown.

b. Registration

Booth manager B assigns anonymous credential T, to each voter V;, so that later on V,, can
prove its eligibility without revealing its identity. B and V,, interact as follows:
1. V, shows its identifier ID,, to B.
2. IfV, is eligible, B asks V}, to include its secret integer Z,, in credential T;, and authorizes
the credential by its signature.
3. B discloses the pair {ID,,, T,,} on VoterList.

4. V, generates its receipt if T), is legitimate.
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In the above, V,, cannot obtain multiple credentials, because 1}, shows its identifier ID,, and
gives its receipt to B. On the other hand B is forced to issue a credential to 1}, i.e. B cannot

prove that it had issued a credential to V,, without V},’s receipt.

c. Voting

In this stage, each legitimate voter V,, conceals its vote v, and posts it on VotingPanel

through 2 sub-stages, i.e. voter acceptance and vote construction. They proceed as follows:

1) Voter Acceptance

The objective of this sub-stage is to authenticate anonymous voters and to allow only eligible
ones to participate in voting.

1. V, generates secret integer W, and proves its eligibility to B by showing T,,"’™ and cal-

culating a value that is consistent with T,,""» without revealing its identity, T}, or Z,,. It
also calculates 1st used seal U%n.

2. If the calculated value is consistent with T,,""* and used seal U%" is not registered on
ConfNoList yet, B allows I}, to proceed to the next stages while assigning an unused
encrypted C,, i.e. Ey (1, Cy) to it.

3. B puts U%n on the used seal part of ConfNolist corresponding to Ey, (13,, Cp).

In the above, anonymous credential ensures that 1}, is anonymous and it can obtain Ey, (7,
C,) only when it is eligible. Therefore, no one other than 1}, can know whether V,, had abstained
from the election or not. But it must be noted that V,, cannot protect itself from forced absten-
tion. Namely if a coercer asks V}, to calculate used seal U%» by credential T, again, definitely
V, calculates U%n honestly. This threat will be discussed later. Other security problems at this
stage are:

e Bdoes not assign any CN to 1}, or V;, obtains multiple CNs: Because V,, possesses creden-

tial T,, and used seal U%" can be calculated only from T, B cannot refuse to assign C, to
V,, if U%n does not exist on ConfNoList and U%" is consistent with T,,. Here, Z,, is a secret
of ,, therefore no one except ¥, can know U#n until V, calculates it. In contrast, V,, cannot
obtain multiple CNs, because only V, can calculate U%n,

e B assigns same encrypted CNs to different voters: As encrypted CNs and used seals are
accompanying and already assigned encrypted CN's are disclosed on ConfNoList, B can-
not assign the same encrypted CN to multiple voters.

e Any coercer may obtain V},’s used seal: Registered V}, residing within the voting booth
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can only interact with B, therefore cannot pass its’ U%" to any other entity.

2) Vote Construction

In this sub-stage to conceal vote v,, from others voter 1}, encrypts v,,, and puts encrypted v,

on VotingPanel. Here, if V,, knows the encryption parameters, coercers can know v,, by asking

I}, to encrypt v, again. Therefore, encryptions are carried out jointly with M;,...,Mp as in chap-

ter III section 3.2. Fig. 4.2 depicts this sub-stage, i.e. interactions between V,, and M,...,Mp

proceed as follows.

1.

At first, V,, decomposes v, and (v,+A) into products as v, = [[r, Vi) =
v(n'l)-v(n'z) .. 'v(n,P) and (Un+/1) = Hlf,:l Z(n,i): Z(n,1)'2(n,2) .. 'Z(TL,P) respectively, and
sends each vy, ;) and vy, ;) to M;.

Each M; generates secret integers Sy, ;) and ey, ), and calculates pair <Ey(l.) {Smi)» Vi)
Ey {€miys Yniy}> = <1G°®D, Vi) Yoy "0}, {9700, v iy Yy “0 >,

Here, in order to verify the correctness of encrypted form of any ElGamal pair e.g.

8

Ey {2, m} = {g%, mY»"}, Vy, calculates {g®", ¥ 2, (gY1))%} and sends to M; from
which M; calculates {Y1 = gZ%%, Y, = Y(i)z"gz, Y3 = (gY;))*%*} and sends back to V,,

2.51’ Y2 = Y(i)Z.(SZ,

where 81, 02 and 03 are secret integers of V. Now, by calculating x1 =g
% =(97Y*)® from Ey, {z, m},V;, confirms the correctness while relations Y1 =1, 1>
= y2 and Y3 = 3 holds. Thus without knowing secrets of any mix-server, 1}, can verify
the correctness of encryption through the scheme of Deffie and Hellman [36] as in chap-

ter III section 3.2.

Then, V}, that receives <Ey ® {Smi)» Vi) }» Ey - {em,iy» Y(n,i)}> from each M;, calculates
<Ey, {Stn+p)> Vn}> Ev,{€n«p), (VytA)}> and converts it to pair <Ey {Stn«py> Vn}s
EY* {(e(n*,P) + Tn)o (vn+A)Cn}>- Here through Smxp) = Z}iazls(n.i)a EY* {S(n*,P): Un} =
{g°@P) |, YV, 5P g calculated as {gSDgsm2)  gSmP) = gSnFTFSmP)
W)Y 1) D) W) Y2) "?)...( v Ypy @P) = (v,Y, 0++3@P)} - Then,
through e, py = > em.i)» Ev,1€m+p), (VptA)} is also calculated in the same way.
About Ey_{(emxp) + 1), (1, +A)Cy ), V;, calculates it as Ey, {e(. py, (VU TA)}. Ey, {1, Cn}
= {gem=P)*Tn (p +A)C, Y, P ™} (as ElGamal encryption functions are homomor-
g yp

phic).
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5. V, calculates 2nd used seal U?r and puts <Ey {Stn«p)> VUn}> Ey, {(€(nsp) + 1),

(v, +A)Cy }> on VotingPanel with U%n,

V,, decomposes v, and (v,+A4) as v, = [[i=; Ving) = Yn1)Vmnz2) Ymnp) and
(WntA) = [liz1 Vini) = Y1) Yn2) -+ Yin p) TESPectively

V, sends each v, ;) and vy, ;) to M; ‘

Each Mi cal(;ulates pair <Ey(.) {S(n,i)’ 14 n,i)}’ Ey 0 {e(n‘i), %n,i)}> from U(n‘l’) and
V(n,iy by secret integers Se, ;) and e(n,i), and sends the pair to 1,

J

V, calculates the products of pairs received from My, ...,Mp, i.e. <Ey {Stn.p), Vn},
EY* {e(n*,P): (vn +A)}>

U

VTl multlplles <EY*{S(‘n*,P)’ vn}, Ey* {e(n*‘p), (vn+/l)}> by Ey*{rn, Cn}, ie. lt Calcu-
lates <Ey, {S(uepy Ut By {(ecnory F 0, (- o) >

Fig. 4.2. Vote Construction Sub-stage.

Then, because each M; does not know secret integers of other mix-servers, no one except
V,, can know v,, unless all mix-servers conspire. Provided that erasable state voting booths
that disable voters to memorize all information that they had generated and received are
available, coercers cannot ask voters to disclose their votes either, i.e. voters themselves do
not know all encryption parameters. But without erasable state voting booths, coercers that
conspire with some mix-server M;, which is not known to V;,, can know v;,. In detail, when
V, is asked to tell all vy, qy,...,V(n,py it must tell them honestly, i.e. if ;, tells v, ;) dishonestly
conspiring M; notices that. On the other hand when erasable state voting booths are available,
V,, can forget some of <Ey ,, {Stn,1); V(n,1)}> Evyy (€105 Yin,1) 1> 5 <Eyp) {Smpys Vinp) b
Ey(p) {empys Yan,py >
Security problems in this sub-stage are:
e Mix-servers encrypt vote v, incorrectly: My,...,Mp cannot encrypt v, incorrectly, be-

cause V,, verifies encrypted results. Although V,, itself can construct its encrypted vote

incorrectly or it can accept incorrect encryption results intentionally without being de-
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tected, V,, must compensate corresponding losses by itself (e.g. V,,’s vote may be deter-
mined as invalid but Vj, cannot claim that election authorities are dishonest). Namely,
encrypted votes on VotingPanel are approved by voters themselves.

e Mix-servers may not put I, ’s vote on VotingPanel: Because V,, did not reveal its used seal
yet, it can claim that My,...,Mp are dishonest.

e B may add votes: Anyone can detect illegitimate additions, i.e. numbers of items on
ConfNoList and VotingPanel become inconsistent.

¢ B may modify or delete votes on VotingPanel: Because VotingPanel is publicly disclosed,
no one can modify votes once they are put on VotingPanel.

e 1}, may submit votes repeatedly: No one can submit multiple votes because voters leave

used seals that are unique to them and can be calculated only for legitimate credentials.

d. Tallying

To conceal correspondences between encrypted votes on VotingPanel and finally decrypted
votes, in this stage M;,...,Mp sequentially re-encrypt and shuftle votes of VotingPanel, disclose
results on ShufflingPanel and decrypt votes of ShuftflingPanel finally to be disclosed on Tally-
ingPanel. This sage proceeds as follows:

1. My,....Mp sequentially re-encrypt and shuffle each pair <Ey_{Stn.p), Un}, Ey, {(€(nsp) +
1), (U, TA)Cy, }> of VotingPanel. In detail, provided that k, ;y and d,, ;) are secret inte-
gers of M; and Kw.iy= Senopyt2ier Kni)» Ansi) = €nwnpyTntliep dn,iy, from
<Ey, iy Kanti-1) Vb By, idmai-1),  ntA)Ci> = <{gFm-i-v),
Un Yooy @G-}, {glen-0), (v, + A)CpYag_gy*@+0-}> forwarded by M1, each
M; calculates <{gkm-@-mgkmb v, Y, (- 1)k(n*.(i—1)) y(l.)k(n,o }, {gleea-m gl (v, +
MCyY. oy DY 100} = <Ey o ARneiys Vn}s Eyegy {dens,ps (VaA)Cay>. Thus, fi-
nally Mp calculates <Ey, {k(n. p), Un}, Ey, {d(ns p), (U tA)Cy }> for each n, and discloses
it on ShuftlingPanel.

2. Mix-servers sequentially decrypt each pair <Ey, {k(n. py, Un}, Ey, {d(n«p), (Vn+A)Cp}>
of ShufflingPanel. Namely, each M; decrypts <Ey, o {knspy> VUn}, Ey, o {dnspys
(v, +A)C,, }> received from M;,, to <Ey*(l._1) {knepy> Unts Ey*(l._l) {dnspy, (Vg tA)Cr 3>
by its secret key X(;) to forward it to M;_;.

3. 1st mix-server M; discloses each decryption result <Ey. {k(nspy> Vnts Ey. {dnspys

Wt A)Ca > = <{gkewm), vy}, {g9eP), (v,+A)Cy }> on TallyingPanel.
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In Step 2, notation Y, ;) represents Y(1yY(z)... Yy = gXo++tXw and by decryption key X (0>

M; decrypts Ey_. {k, v} = {gF, vY*(i)k} = {g¥, vg"tEt X0 1o {gk vghtEnt o) /

*(D)
giXmy = {g*, vY*(i_l)k} =Ey, iy {k, v}. As a consequence, M, finally decrypts Ey,p, {k, v}
to {g¥, v}. Here, although mix-servers may encrypt or decrypt votes dishonestly, incorrect

results are detected and entities liable for them are identified in the disruption detection stage.

e. Disruption Detection

This stage detects incorrect operations of mix-servers in the tallying stage and identifies entities
liable for the dishonesties. In the following notation A(CN) represents a set of all used CN's on
ConfNoList. Each {Q;, T;} is a pair of products Q; = [[N_, g*m® = gkrm gka-t)  ghn-i =
ghroT o and T; = [T, vY.q ) = (v, Y*(i)kl*(i)) (v, Y*(i)kz*(i))---(vzv Y*(i)kN*(i)) =
(171---VN)Y*(i)kl*(i)+"'+k”*(0, i.e. they are products of the 1st items in all forms <Ey, , {k1.(),
v}, By, {diy, (V1 +A)Ci3>,. <Ey, iy {kns@ys VN> Ev.yidnsy, (vn +A)Cy}> re-en-
crypted by M; at Step 1 in the tallying stage. The disruption detection stage proceeds as follows:

1. Each mix-server M; discloses the sum of its secret integers as K(;) = Zﬁﬂk(n)(i) =
ky@yt...Tkyey. Mix-servers also sequentially decrypt used encrypted CNs on
ConfNolList to construct set A(CN).

2. When A(CN) includes non-registered numbers or same numbers, booth manager B de-
termines mix-servers are dishonest and identifies liable entities.

3. For each i, B confirms that relations Q;/Q;_; = gX® and T}/T;_; = Y(l-)K(i) hold or not. If
the relations do not hold, B asks mix-servers to carry out the tallying stage again until
Q;/Q;_; = g%® and T/T;_; = Y(l-)K(i) hold. Here, if M; is honest Q;/Q;_4 and [;/T;_4
necessarily satisfy the relations as Q;/Q;_; = gFr-O+ "+ ghne@ / gFre-n+-+ ghnei-1) =
g0 and Ty = (vy... 00V T OT P N@ /() vy) Vg fra-nt ey =
Y(i)K @ Also, M; must behave honestly, when it is asked to encrypt votes on VotingPanal
again, because B already had identified M; as a liable mix-server.

4. B calculates K = K(1y*...+ Kpy and @ = v;...vy from K(yy,...,Kpy reported by mix-
servers and decryption result on TallyingPanel. From each encrypted form <Ey, {Sc. p),
U}, By, {(€(uep) + 1), (vy+A)Cr}> on VotingPanel and <Ey, (k- py, v} Ey, (donep,

(v,,+A4)C,, }> on ShufflingPanal, B also calculates (v,Y,’®P) (v,Y,°@P) .. (v Y, &) /
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@ = Y,5asP++0eP) = W and (v, V.K0P) . (vyY.k@P) /@ = yrauptotkeep = 5
Then, B determines mix-servers dishonestly decrypted votes if relation £ = WYX does
not hold.

5. B can identify liable mix-servers incorrectly decrypted votes by calculating W; =
| J VnY*(i)k"*(P ) = (U1Y*(i)k(l*‘P))(vzy*(i)k(z*'P))- : ~(VNY*(i)k(N*'P)) =
(vl...vN)Y*(i)k(l*’P>+"'+k("’*’P>, and identifies M; as a dishonest mix-server if relation
Y,/¥,_, = Y(i)K does not hold. Then, B asks mix-servers to decrypt votes on Shuf-
flingPanel again until relation W;/¥;_; = Y(i)K holds for every i. Here, apparently
Y/W,_1 = Y(l-)K must hold if M; is honest, also M; must behave honestly when it is asked
to decrypt votes again, as same as in Step 3.

6. For each decrypted result <Ey, o) {k(n+p)> @n}, Ey, 0y {d(n+p)> Bn}> on TallyingPanel, B
calculates the value y,, = 8,/(a,+A), and when A(CN) does not include y,, or y,, appears

multiple times, it determines mix-servers are dishonest and identifies liable entities.

In the above, mix-servers that do not know all secret values of other mix-servers cannot dis-
honestly encrypt or decrypt votes without violating relation Q;/Q;_; = g¥®, Ty/T;_; = Y(l-)K O
=vY.% ory, = B /(a,+A) (i € {1,....P} and n € {1,...,N}) as discussed in section 3.2. Also,
mix-servers must behave honestly when they are asked to encrypt or decrypt votes again. There-
fore, booth manager B can detect dishonesties of mix-servers as the violation of relation y,, =

Brn/(an+A). In addition, M; can maintain integers k- ;),...,kn(;) as its secret even after it discloses
Ky, i.e. secrets of honest entities are not revealed.

Here, if A is removed from each vote form <Ey, 0 {K(nvi)> Un}s Ey, o {d iy, U+ A)Cr 1> as
<Ey, ) {kmsiy> Vn}s By, {d @iy, UnCn 1>, M; canmodify pair <Ey,  {K@i), Un}s By, ) {d (s
UnCp}> and <Ey_ {K(nei)» Vnts Ev, o {d(ani), VnCr}> 10 <Ey,  {K(mai)s Vn/T}, By, {d(ms,ps
v, C,,/T }> and <EY*(1.) {K(hwiy» VT, EY*(l.) {d(n+,i)» Vn Cn T }> by using arbitrary integer T without
violating the relations. Integer A protects vote forms from these dishonesties.

After inconsistent encryption or decryption results are detected, B identifies mix-servers liable

for dishonesties also without revealing secrets of honest entities by tracing each inconsistent de-

cryption result <Ey, o) {K(n+p)» an}, Ey, © {d(n+,p)> Pn}> back to the corresponding initial en-
cryption form on VotingPanel as below. Firstly B asks M; in the decryption stage to show
<Ey, (1) {kn+p)> An}s Ey,(1)1dmnspy> Bn}> from which it had calculated <Ey*(0){k(n*'p), an},

Ey, © {dn«,py> Bn}> and M; proves its correct decryption without revealing its secret. In the same
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way, each M; shows <EY*(i){k(n*’p), an}, EY*(l.){d(n*‘P), Bn}> from which it had calculated
<Ey, s {Knxp)> n}, Ey, ie1) {dn+,p)> Bn}> and proves its correct decryption without revealing
its secret. Then, B determines M; is dishonest when it cannot show consistent pair <Ey o {knxpy>
An}, By, {dmspy> Bn}> and <Ey_,_ {Kmip), An}s By, {dnsp), Bn}t>. B identifies mix-
servers that dishonestly encrypted votes in the same way.

Here, M; can convince B that pair <Ey, o {kmnepys An}, EY*(l.) {dmn+p), Bn}> and
<Ey*(l._ H tkmnspys an}, Ey, (i) {dn+p)> Bn}> 1s consistent without revealing its secret key Xy
through the scheme of Diffie and Hellman [36]. Firstly, B generates secret integer m, and calcu-
lates gkeP)™ = @ and {,BnY*(i)k("*'P >/ BnY*(i_l)k("*'P Y = {Y(l-)k(”*"’ V3. After that it asks M; to
calculate ©*® by showing 6, and determines the pair is consistent when 6%® coincides with
(Y @y,

When dishonest mix-servers are identified, B asks them to encrypt and decrypt incorrectly
handled votes again to generate correct election results. Here, a coercer that is coercing voter V,,
may know V},’s vote v, if 1st mix-server M; that is conspiring with the coercer encrypted v,
dishonestly. Namely, the above identification procedure finally reaches <Ey {S(.p), Vn}, Ey,
{(ens,p) T ), (v +A)Cy 1> on VotingPanel, it is re-encrypted and decrypted again to <Ey, ©
{knsp)> Un}, Ey, © {dns,py> (U +A)Cp }>, and the coercer can know V,’s vote on VotingPanel by
asking V,, to calculate used seal U%", But actually, mix-servers do not behave dishonestly because
dishonest mix-servers are necessarily identified. Namely, in a real sense, the disruption detection
stage is not for detecting dishonesties, instead it is for convincing entities about honest conduc-
tion of elections. Thus, an adversary can succeed to execute dishonesty with a negligible proba-
bility.

Finally, it must be noted that although booth manager B in the above detect dishonesties of

mix-servers, apparently any entity including voters can detect them by itself.
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CHAPTER V

Evaluation of the Scheme

This chapter evaluates the scheme by comparing the computation volume (time, efficiency)
and security requirements among the proposed scheme, CN based [15] and R-SVRM [20]

based scheme.

5.1 Computation Volume

To measure computation times required for the registration, voting and tallying stages, a
simulation system that includes 3 mix-servers and 1000 voters was developed using 2.40 GHz
core i7 CPU with 8 GBytes of RAM and GMP 1024 bit modulus running on Windows 8 while
considering all plaintext as 40 digits. Because the simulation system consists of a single
computer, communication delays among voters, booth manager B and mix-servers were not
measured. Computation time required for the CN generation stage was not measured either,
because it can be carried out in advance as an off-line process.

TABLE 5.1

Computation Time Required by the Proposed Scheme

Stage Processing time
(ms/vote)
Registration 21
Voter 24.5

Voting | acceptance

Vote 17.4
construction

Tallying 69.1

Total 132
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Table 5.1 shows the measuring results. For the registration stage, 21ms is required i.e. to
issue a signed credential the booth manager B requires 10.4ms, and to generate a receipt the
voter I, requires 10.6ms, respectively. The voting stage consists of voter acceptance and vote
construction sub-stages, where for the former sub-stage 24.5ms is required i.e. to authenticate
the V}, through its anonymous credential requires 17.0ms and to calculate the 1st used seal U%n
requires 7.5ms. The 2nd sub-stage requires 17.4ms i.e. for encrypting v, and (v,+A), and
multiplying encrypted forms of (v,+A) and C,, requires 9.9ms and to calculate 2nd used seal
U?%n requires 7.5ms. Here, the time is measured while considering the fact that components
V1) Y1)t 1V(m,3)> Yn,3)} OF {Un, (v tA)} are encrypted by My,..., M in parallel. About
the tallying stage, it requires 69.1ms, i.e. 44ms for re-encryption and shuffling, and 25.1ms for

decryption, executed by Ms;,...,M; sequentially.

_ _ _ TABLE 5.2
Computation Time Comparisons with CN Based and R-SVRM Based Schemes
Schemes CPU | Memory | Processing time (ms/vote)
(GHz)
Registration| Voting | Tallying
Proposed 2.4 |8 GBytes 21 419 | 69.1
scheme
CN based[15] | 1.6 504 47.1 164 133
MBytes

R-SVRM 2.4 |8 GBytes 21 133 191
based[20]

Table 5.2 is the comparison of computation volumes of the proposed scheme, the CN based
scheme [15] and the R-SVRM based scheme [20] where all schemes adopt 1024 bit modulus,
involve same mix-servers and voters; although used CPUs are distinct.

The registration stage in the proposed scheme and the R-SVRM based one are different from
the CN based scheme that adopts blind signature based authentication, comprises of blinding,
signing and unblinding of a token by My,...,M3 in 2 different forms, and requires 0.3ms, 45ms
and 1.8ms, respectively. Thereby the computation time for the registration stage in the proposed
scheme and the R-SVRM based one that adopt anonymous credential based authentication is

reduced from 47.1ms to 21ms. About the voting stage, the proposed scheme that does not
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require signatures on votes is different from the CN based scheme also, CN based one requires
164ms to encrypt a vote v,, comprises of the encryption by voter V,, encryption by My,...,M;,
decryption by V},, and generation of 2 different signatures by M;,...,M5 that require 3.0ms,
17.0ms, 9.0ms and 135.0ms, respectively. As the R-SVRM based scheme generates the
encrypted form of v, as 7,"»¥n*A) through 2-round re-encryption, its computation time is
133ms. Where in this stage, V}, calculates a used seal to enter the voting booth, V;, encrypts v,
in an initial form and M,,...,M5 perform first round re-encryption, at last V;, calculates another
used seal to approve v,, and they require 7.5ms, 118ms and 7.5ms, respectively. Thus, it is also
larger than the proposed scheme. In the same way, because signatures of mix-servers are not
required or vote forms are simpler, computation time of the tallying stage in the proposed
scheme is less than those in the CN based and R-SVRM based ones that require 133ms and
191ms, respectively. Here in the CN based scheme, this stage consists of decryption and shuffle
by Mas,...,M; sequentially. But in the R-SVRM based scheme, this stage consists of second
round re-encryption and shuffling, pre-tallying, and final tallying of votes through decryption
that require 89ms, 51.3ms and 50.7ms, respectively. Here for the schemes, the verification time
of voting and tallying stages are not considered in Table 3 to maintain uniformity.

When compared with ZKP based schemes, the computation volume of the proposed scheme
is significantly less than that of them as discussed in [15].

Table 5.3 shows a comparison for cryptographic schemes and numbers of operations used
and required (i.e. the efficiency aspects) among the proposed scheme, the CN based and R-
SVRM based ones. Each mix-server M; in the proposed scheme encrypts or decrypts 2 items
for each vote in the voting and the tallying stages. On the other hand in the CN based scheme,
M; encrypts 3 items, re-encrypt 2 items, and decrypts 5 items for each vote because vote forms
include 2 different signatures (actually due to 2 parts of data, the required signature is 5 x P).
About the R-SVRM based scheme, because each vote form includes 3 items, M; encrypts 6
items for each vote in the voting stage (3 items are encrypted through 2-rounds), and re-
encrypts and re-decrypts 3 items in the tallying stage. Here, vote forms in the R-SVRM actually
consist of 6 items, but 3 of them are used to protect voter I}, from coercers in cases where

coercers force V, to choose a candidate unique to it.
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TABLE 5.3
Comparison for Cgfgtographic Schemes and Efﬁcienc]:})/ Aspects Among the
Proposed Scheme, CN based and R-SVRM based Ones

Stage Proposed R-SVRM CN based[15]
scheme based[20]

Methods to authenticate | anonymous | anonymous | blind signature

voters in the registration credential credential based token
stage
Methods to conceal vote v, vote vote random factor, re-
in the voting stage decomposition|decompositionjencryption & re-
, parallel |, 2-rounds re- [signing
encryption encryption
Methods to verify correct | R-SVRM and| R-SVRM CNs
encryptions and decryptions CNs
in the tallying stage
vote 2xP 6xP 3xP
. | Voting | encryption
°g verification 2x P 6 x P 3xP
—d'é "g Signing No No 5xP
5 2 Re- 2x P 3xP 2x P
Z o . .
Tallying| encryption
Decryption 2xP 3xP 5xP

*requires other cryptographic operations and extra data also.

Therefore, to make comparisons fair these 3 items are removed in Table 5.3.

5.2 Achieved Security Requirements

The proposed scheme satisfies essential security requirements [2, 37] as follows. Besides,
based on major security requirements, a comparison with allied e-voting schemes is presented
in Table 5.4.

Privacy: While voting, Booth manager B authenticates voter V;, anonymously by
anonymous credential Ty, and V;, approves its vote v, by used seal U%"; thereby no one except
V,, knows the link between the 1}, and its v,,. No one can identify whether V;, abstains from the
election or not

either.
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' TABLE 5.4 _ .
Comparison Among Schemes based on Security Requirements

Incoercible (i.e.
free from)
o=
2
wl B &
] o > é 7 = .§ 5 ) =
] > © 2 o s B I P = =
= o = o o| @ .2 o = | 8|2 2
[<7) S| = o S| 2| @ © > L o © =]
S 2 3|e 588 S|E| 58 &
93 ol < | S fle|lale |H |23 b |a
Proposed Y|Y |[Y|Y|Y|Y|Y |Y |C Y Y
Scheme [2] Y|Y |[YIY|Y|Y]Y |Y |N NH | LP
Scheme [6] Y|Y |[Y|Y|Y|Y|]Y |Y |C NH |LP
Y: Yes; N: No; NH: Not Highly; C: Conditionally; LP: Less Practical, |

Accuracy: While registration, voter V}, obtains anonymous credential T,, from Booth
manager B by showing its’ identifier ID,, which disables entities to impersonate the V;,. Thus
only the legitimate V}, can cast its’ single vote formally. In addition, uniqueness of registered
CNs along with used seals, and publicly open BBs ensure that all and only votes approved by
their corresponding voters are finally posted on TallyingPanel.

Integrity: Voter V,, verifies the correctness of encryption of all mix-servers. Now V},
approves its vote on VotingPanel using used seal U%r which ensures that the vote is casted as
intended. Publicly open BBs disables any entity to modify data posted on it which ensures that
the vote is recorded as casted. Finally, registered CN attached with each vote ensures that only
recorded votes are counted.

Incoercibility: Mix-servers conceal correspondences between voter 1}, and its vote v, from
anyone including V;,. Anyone does not know encryption parameters that are used to construct
v,,. Also prior to encryption, V;,, decomposes v,, into P products to be encrypted by mix-servers.
Therefore 1}, does not need to tell v, correctly to coercers. But it must be noted that a coercer
can know whether 1}, chooses its designating v,,* or not if v,,* is unique to V},. This difficulty
can be removed by introducing the pre-tallying stage as in the R-SVRM based scheme. Also
as same as in other schemes, voters cannot be protected from forced abstention. Namely, when
a coercer asks voter V;, to calculate used seal U%» again by its credential T,,, V,, must calculate
it honestly. As a consequence the coercer can know whether V, abstained or not. Forced
abstention can be disabled when a regulation that forces all voters to register for example.

Fairness: Encrypted form of vote v, is jointly calculated by voter 1}, and mix-servers
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My,...,Mp, thereby no one can know the interim voting results until tallying results are
disclosed.

Robustness: Because dishonest entities are identified in the disruption detection stage, even
when incorrectly handled votes are detected, correct tallying results can be re-calculated
without re-election. Here, privacy of honest voters still can be maintained and secrets of honest

entities are not revealed as discussed in chapter IV in section 4.2 (e).

38



CHAPTER VI

Conclusions

This chapter draws the summary of the thesis and also discusses some possible future

works based on the outcome of the present work.

6.1 Summary of the Work

By introducing CNs the proposed e-voting scheme improves the performance of the R-
SVRM based scheme. Because it reduces the number of items in each vote form and excludes
items that include information about candidates as exponents from vote forms, the scheme
becomes simple and efficient. Also it satisfies all essential requirements of e-voting systems,
i.e. it is endowed with features about privacy, robustness, accuracy, integrity, incoercibility

and fairness. As a consequence, the scheme becomes practical and scalable.

6.2 Future Perspectives

Some potential future directions of works are available from the present study.

In this study, only booth voting is considered. In future it might be improved so that it can

support remote voting.

Another future plan of improvement is to incorporate in more realistic environments

where multiple authorities are distributed over different places, and many voters are involved.

This proposed mechanism may evaluate with features of additive and multiplicative

homomorphic properties of Paillier cryptosystem.
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